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is adequate when normal U.S. Govern-
ment or government-contractor inter-
nal building security is provided during 
nonduty hours. When such internal se-
curity control is not exercised, locked 
buildings or rooms normally provide 
adequate after-hours protection. If 
such protection is not considered ade-
quate, FOUO material shall be stored 
in locked receptacles such as file cabi-
nets, desks, or bookcases. FOUO 
records that are subject to the provi-
sions of Public Law 86–36 (reference (c)) 
shall meet the safeguards outlined for 
that group of records. Army personnel 
handling National Security Agency 
(NSA) records will follow NSA instruc-
tions on storing and safeguarding those 
records.

TERMINATION, DISPOSAL AND 
UNAUTHORIZED DISCLOSURES

§ 518.50 Termination. 
The originator or other competent 

authority, e.g., initial denial and appel-
late authorities, shall terminate ‘‘For 
Official Use Only’’ markings or status 
when circumstances indicate that the 
information no longer requires protec-
tion from public disclosure. When 
FOUO status is terminated, all known 
holders shall be notified, to the extent 
practical. Upon notification, holders 
shall efface or remove the ‘‘For Official 
Use Only’’ markings, but records in file 
or storage need not be retrieved solely 
for that purpose. 

[56 FR 48932, Sept. 26, 1991; 56 FR 56010, Oct. 
31, 1991]

§ 518.51 Disposal. 
(a) Nonrecord copies of FOUO mate-

rials may be destroyed by tearing each 
copy into pieces to preclude recon-
structing, and placing them in regular 
trash containers. When local cir-
cumstances or experience indicates 
that this destruction method is not 
sufficiently protective of FOUO infor-
mation, local authorities may direct 
other methods but must give due con-
sideration to the additional expense 
balanced against the degree of sensi-
tivity of the type of FOUO information 
contained in the records. 

(b) Record copies of FOUO documents 
shall be disposed of in accordance with 
the disposal standards established 

under 44 U.S.C. chapter 33 (reference 
(q)), as implemented by DoD Compo-
nent instructions concerning records 
disposal. Army implementing disposi-
tion instructions are in AR 5–400–2.

§ 518.52 Unauthorized disclosure. 

The unauthorized disclosure of FOUO 
records does not constitute an unau-
thorized disclosure of DoD information 
classified for security purposes. Appro-
priate administrative action shall be 
taken, however, to fix responsibility 
for unauthorized disclosure whenever 
feasible, and appropriate disciplinary 
action shall be taken against those re-
sponsible. Unauthorized disclosure of 
FOUO information that is protected by 
the Privacy Act (reference (gg)) may 
also result in civil and criminal sanc-
tions against responsible persons. The 
DoD Component that originated the 
FOUO information shall be informed of 
its unauthorized disclosure.

Subpart E—Release and 
Processing Procedures

GENERAL PROVISIONS

§ 518.53 Public information. 

(a) Since the policy of the Depart-
ment of Defense is to make the max-
imum amount of information available 
to the public consistent with its other 
responsibilities, written requests for a 
DoD or Department of the Army record 
made under the FOIA may be denied 
only when: 

(1) The record is subject to one or 
more of the exemptions in subpart C of 
this part. 

(2) The record has not been described 
well enough to enable the DoD Compo-
nent to locate it with a reasonable 
amount of effort by an employee famil-
iar with the files. 

(3) The requester has failed to comply 
with the procedural requirements, in-
cluding the written agreement to pay 
or payment of any required fee imposed 
by the instructions of the DoD Compo-
nent concerned. When personally iden-
tifiable information in a record is re-
quested by the subject of the record or 
his attorney, notarization of the re-
quest may be required. 
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